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This study assesses the spatial risk of key urban assets in Sir-
jan city from a passive-defense perspective by integrating
FEMA risk logic, AHP weighting, and GIS. The study aims to
identify priority assets and locations under deliberate human-
made threats. Data were collected from documentary sources,
spatial layers, and expert questionnaires. Among the 30 ex-
perts invited to participate, 28 valid responses were received
and analyzed. Asset value, threat, and vulnerability were each
measured through four sub-indicators on a 1-10 scale. AHP
weights were derived from geometrically aggregated expert
judgments with acceptable consistency, and risk was calculat-
ed as R = A x Tbase x V and mapped in GIS. Thirty-five as-
sets were evaluated. Transportation stations (9.796), the rail-
way station (9.124), and the railway line (8.410) had the
highest asset values. Terrorist bombing ranked first among
threats (7.511) and was selected as the baseline scenario. The
Special Economic Zone (7.70), broadcasting center (7.66),
and railway line (7.38) exhibited the highest vulnerability.
The railway line (466.18), transportation stations (460.60),
railway station (441.34), Special Economic Zone (433.76),
and broadcasting center (402.74) were classified as very high
risk. The AHP-FEMA-GIS framework provides a practical
basis for spatially prioritizing passive-defense interventions,
particularly for transportation and strategic economic assets.
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Extended Abstract

Introduction

Critical urban assets underpin the operation
of modern cities, as transportation, energy,
communications, health care, public
services, economic activity, emergency
response, and urban governance all rely on
their sustained functionality. Disruption of
one critical asset may extend beyond the
affected facility because urban
infrastructures are spatially and functionally
interconnected. Damage to a single
component can  therefore  generate
cascading social, economic, security, and
operational consequences. For this reason,
identifying critical assets and determining
their relative risk are important for urban
resilience, asset ~management,  crisis
planning, and passive defense. In this study,
risk is defined as the combined effect of
asset value, threat level, and vulnerability,
allowing scarce protective resources to be
directed toward the assets and locations
where intervention is most urgent.

Passive defense is particularly relevant
because its purpose is to reduce the
vulnerability  of  people,  buildings,
equipment, infrastructure, and essential
urban services without relying on armed
action. Asset management identifies what
should be protected; threat assessment
determines what may endanger it;
vulnerability — analysis indicates how
susceptible the asset is to disruption; and
passive-defense planning translates these
findings into preventive and protective
measures. An integrated risk assessment
therefore connects asset management, urban
resilience, and passive defense. Sirjan was
selected as the case study because of its
strategic location and concentration of
transportation, industrial, economic,
communication, energy, health, and service
assets. The city lies on major north-south
and east-west corridors and is connected to
the Gol-e-Gohar mining complex, the
Sirjan Special Economic Zone, the airport,
railway network, industrial facilities, fuel
storage infrastructure, communication
centers, and health services. This
concentration increases the city's functional
importance while also creating exposure to
deliberate human-made threats.

Previous national studies have addressed
urban resilience, passive defense, and the
vulnerability of specific infrastructure
sectors, while international  studies
increasingly integrate resilience, security,
and  risk-based asset  management.
Nevertheless, three gaps remain: few city-
scale studies evaluate heterogeneous urban
assets within one asset-based framework;
localized models combining FEMA risk
logic with Iranian  passive-defense
indicators are limited; and Sirjan lacks a
GIS-based spatial prioritization of critical-
asset risk. Accordingly, this study develops
an integrated AHP-FEMA-GIS framework
to identify key assets, determine a baseline
deliberate threat, evaluate vulnerability,
calculate relative risk, and convert the
results into spatial risk classes.

The study addresses three gquestions: Which
urban assets in Sirjan have the highest
relative value according to passive-defense
criteria? Which deliberate human-made
threat should be selected as the baseline
scenario? Which assets and locations fall
within high and very high-risk classes
under that scenario?

Methodology

This applied, descriptive-analytical study
integrated documentary review, expert
survey, Analytic Hierarchy Process (AHP),
FEMA  risk-assessment  logic, and
Geographic Information Systems (GIS).
Asset, threat, and criteria identification
drew on documentary and institutional
sources; indicator scoring/weighting relied
on expert judgment; and GIS linked scores
to spatial layers to produce decision-support
maps.

The spatial database included the Sirjan
urban boundary, road network, urban base
map, and point, line, and polygon layers
representing key  assets.  Descriptive
information comprised functional
characteristics of assets, available threat
records, passive-defense documents, and
expert assessments. All indicators were
evaluated on a 1-to-10 scale, where 1
represented the minimum and 10 the
maximum level of asset value, threat, or
vulnerability.

Three constructs were operationalized.
Asset value consisted of monetary value,
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user or population coverage, functional
value, and replacement/repair value. Threat
level was assessed through potential
damage severity, threat history, adversary
capability, and target attractiveness.
Vulnerability was evaluated through
weakness in adaptability, recovery, access
control, and detectability or identification.
These indicators were derived from Iranian
passive-defense documents, FEMA 452,
and relevant asset-management and
resilience literature and were refined
through expert review. The expert
population comprised 30 senior managers
and specialists with expertise in passive
defense, urban infrastructure, urban
planning, GIS, crisis management, and
municipal governance. A purposive census
approach was used, and 28 complete and
analytically valid questionnaires retained.
The questionnaire contained 12 principal
items under the three constructs. Face and
content validity were controlled through
document matching and expert review.
Cronbach's alpha values were 0.888 for
asset value, 0.896 for threat, and 0.712 for
vulnerability, indicating acceptable
reliability.

AHP was utilized to determine relative
indicator weights. Pairwise judgments were
aggregated using the geometric mean, and
only judgments with acceptable consistency
(CR < 0.10) were retained. For asset value,
functional value received the largest weight
(0.480), followed by replacement/repair
value (0.216), user coverage (0.196), and
monetary value (0.108). For threat, damage
severity had the dominant weight (0.590),
followed by threat history (0.230), target
attractiveness  (0.110), and adversary
capability  (0.070). For vulnerability,
weakness in recovery had the highest
weight (0.340), followed by weakness in
access (0.280), adaptability (0.220), and
detectability (0.160).

For each asset, asset value (A), threat (T),
and vulnerability (V) scores were calculated
as weighted sums. Final risk was obtained
using the multiplicative relationship R = A
x Thase x V. Since all inputs were already
on the same scale, no additional
normalization was applied. The risk index
is dimensionless and relative and is
intended for comparison and prioritization

rather than for direct estimation of physical
damage, casualties, or monetary loss.

All layers were referenced to WGS 1984
UTM Zone 40N. The A, T, and V values
were joined to spatial features. Point assets
were represented using inverse distance
weighting where a continuous surface was
needed, while line and polygon features
were  rasterized.  Raster  Calculator
implemented the risk equation, and
reclassify produced five operational classes:
very low for R < 200, low for 200 < R <
250, medium for 250 < R < 350, high for
350 <R <400, and very high for R > 400.

Results and Discussion

Thirty-five key urban assets were
evaluated. The mean asset-value score was
5.94 with a standard deviation of 1.44,
ranging from 3.93 to 9.80. The highest asset
values were recorded for transportation
stations (9.796), the railway station (9.124),
the railway line (8.410), Sirjan Airport
(7.882), the Sirjan Special Economic Zone
(7.500), the blood transfusion center
(7.176), the oil company storage facility
(7.156), and the broadcasting center
(7.000). The pattern demonstrates the
dominant  functional  importance  of
transportation and strategic economic
assets. Their high scores reflect not only
monetary value, but also service coverage,
network  function, and replacement
difficulty.

Several deliberate human-made threats
were then evaluated. The terrorist-bombing
scenario obtained the highest threat score at
7.511, closely followed by air and missile
attacks at 7.422, while cyberattacks scored
6.761. The mean threat score was 5.90 with
a standard deviation of 1.20. Because the
difference between the two leading threat
scenarios was only 0.089, a sensitivity
check was conducted. Since the threat score
is constant across all assets within a
scenario, substituting the air/missile score
for the bombing score would proportionally
reduce absolute risk values but would not
change asset rankings. The bombing
scenario was retained as the baseline
because of its urban accessibility, target
attractiveness, and compatibility with the
FEMA 452 framework.
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Under the baseline scenario, the mean
vulnerability score was 5.74 with a standard
deviation of 0.96 and a range of 4.04 to
7.70. The Sirjan Special Economic Zone
had the highest vulnerability score (7.70),
followed by the broadcasting center (7.66),
railway line (7.38), telecommunications
center (6.82), blood transfusion center
(6.78), and both Sirjan Industrial Town and
Imam Reza Specialized Hospital (6.66).
These findings indicate that vulnerability is
influenced not only by physical
characteristics, but also by visibility, ease
of access, recovery difficulty, and
inadequate capacity to adapt service
delivery after disruption.

The final risk assessment produced a mean
value of 262.88 with a standard deviation of
99.57 and a range of 144.22 to 466.18. Five
assets were classified as very high risk. The
railway line ranked first with 466.18,
followed by transportation  stations
(460.60), the railway station (441.34), the
Sirjan Special Economic Zone (433.76),
and the broadcasting center (402.74). Sirjan
Airport (376.52), the blood transfusion
center (365.43), and the oil company
storage facility (354.74) were classified as
high risk. Sirjan Industrial Town, the
telecommunications center, the digital
telecommunications center, Imam Reza
Specialized Hospital, the access network,
and the naval training facility were among
the medium-risk assets. The GIS outputs
indicate that risk is not uniformly
distributed across Sirjan. Higher-risk areas
are  concentrated around  connected
transportation corridors, strategic economic
nodes, and selected communication, health,
and fuel-related facilities. This spatial
pattern is consistent with Sirjan's role as a
transportation-economic node. The findings
also confirm the conceptual logic of the
model: assets combining high functional
importance with relatively high
vulnerability occupy the upper risk classes.
The railway line, transport stations, railway
station, and Special Economic Zone are
particularly important because disruption of
these assets could affect mobility, industrial
activity, supply chains, and broader
network performance.

The study contributes at three levels. First,
it localizes the FEMA asset-threat-

vulnerability logic for an Iranian city and
applies it to diverse assets rather than a
single infrastructure sector. Second, it
integrates passive-defense indicators with
asset-management and resilience concepts,
linking  protection priorities to the
functional role of assets. Third, it converts
numerical assessment into GIS-based maps
and operational classes that can support
intervention prioritization.

The findings also suggest practical
measures for high and very high-risk assets.
Priority actions include strengthening
vehicle and personnel screening, improving
access control and surveillance, relocating
parking away from sensitive buildings,
reducing vulnerable openings  where
technically appropriate, creating protective
landscape buffers, conducting emergency
evacuation exercises, maintaining critical
spare parts, providing redundant power, and
continuously backing up essential server
data. Relocation of the oil storage facility
outside the urban area is identified as a
major long-term measure. Implementation
should be phased: immediate access-control
and monitoring measures first; physical
modifications and protective  buffers
second; and continuity-of-service planning,
backup systems, and redundancy third.

The results should be interpreted with
methodological  caution. Threat and
vulnerability scores partly depend on expert
judgment, although validation, reliability
testing, AHP consistency control, and
geometric aggregation were employed to
reduce arbitrariness. The analysis focuses
on one baseline deliberate threat and does
not simulate simultaneous multi-threat
conditions. Moreover, the multiplicative
FEMA model does not fully represent
cascading infrastructure  dependencies.
Future studies should therefore incorporate
combined physical-cyber scenarios,
network-based interdependency analysis,

uncertainty  analysis, and  dynamic
cascading-failure simulations.

Conclusion

The integrated AHP-FEMA-GIS

framework provides a practical and
transparent approach for identifying,
evaluating, mapping, and prioritizing key
urban assets from a passive-defense
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perspective. Analysis of 35 assets exhibited
that Sirjan's risk structure is strongly
concentrated around transportation
infrastructure and strategic economic
facilities. The railway line, transportation
stations, railway station, Sirjan Special
Economic Zone, and broadcasting center
emerged as the most critical assets under
the baseline terrorist-bombing scenario,
while the airport, blood transfusion center,
and oil storage facility also require high-
priority  intervention. The  findings
demonstrate that passive-defense planning
should not rely solely on the physical
presence  or  monetary  value  of
infrastructure.  Functional  importance,
service coverage, replacement difficulty,
threat characteristics, accessibility, recovery
capacity, adaptability, and detectability
should be considered together. Integrating
these  dimensions within a spatial
framework enables decision-makers to
distinguish  assets  requiring  routine
monitoring from those requiring immediate,
asset-specific protection plans.

The proposed framework can support
evidence-based allocation of limited
resources, the prioritization of safety
investments, the preparation of phased risk-
reduction programs, and the development
of continuity strategies for critical services.
The spatial outputs are particularly useful
because they translate technical calculations
into maps usable by urban managers, crisis-
management  agencies,  infrastructure
operators, and passive-defense authorities.
With local calibration, the framework can
also be applied to other Iranian cities with
strategic transportation, industrial,
economic, or service functions. Future
applications can  strengthen it by
incorporating interacting threats, explicit
infrastructure-dependency networks,
probabilistic uncertainty, and cascading-
failure simulation.
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